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1 He.]'II/I U 3aJa91 U3YyYCHUA TUCHHUILIMHBI

Llenu Oucyunnumer. llenpto wu3ydeHus aucuuiuimHbl — «IIporpammHo-
anmnapaTHble CpPeICTBa 3alIUThl HHDOpMaAUU» SBIsSETCS (HOPMUPOBAHUE CUCTEMbI
NOHSATUH, 3HAHUN, YMEHUM U HABBIKOB B 00JIACTH pa3paOOTKU MPUIOKEHUHN IS
MOOMIIBHBIX YCTPOUCTB.

3aoauu uzyuenuss OUCYUNIUHBL:

—U3y4EHHE TEOPETHUUECKUX OCHOB pa3pabOTKU MPUIIOKEHUH JJIsT MOOMIIbHBIX
YCTPOMCTB;

— (hopMHUpOBaHUE TPEACTABICHUN O COBPEMEHHBIX TEHICHIUSX B 00JacCTH
UH(OPMATUKHU, CBSI3aHHBIX C UCIOJIb30BAHUEM MOOMIIBHBIX YCTPOUCTB.

Jucyunnuna wnanpasiena Ha gopmuposanue 001IETPOPECCHOHATBHBIX
(OIIK-14) xoMmeTeHIIUi BBITYCKHUKA.



2 MecTo AUCHUILIMHBI B CTPYKTYpe 00pa3oBaTeibHOI NMPOrpaMMbl

JIorUKO-CTPYKTYPHBIN aHAIU3 TUCHUIUTMHBI — KYpC BXOJUT B 0043aTEIbHYIO
gyacth B BJIOKA 1 «JlucuumiuHbl (MOAYJH)» CTYIEHTOB I10 HAIPaBJICHUIO
10.05.03 UudopmanmonHass 0€30MaCHOCTh aBTOMATHU3UPOBAHHBIX  CHCTEM
(be3zonacHOCTh OTKPBITHIX HH(POPMAITMOHHBIX CUCTEM).

JucuunnuHa peanusyercs Kadeapod HWHTENIEKTyalbHbIX CHCTEM U
uHGOPMAIIMOHHON OE30MaCHOCTH.

OcHoBbiBaeTcsi Ha 0a3e nucuuruinH: «®Duszmka», «Bpiciias matemaTukay,
«OCcHOBBI ~ TeOpud 3JeKkTpuueckux uenei», «Mudopmaruka», «OCHOBBI
uHpopMalMoHHOW  Oe3omacHOCTH»,  «®DU3MUECKHE  OCHOBBI  IMOCTPOCHUS
TEXHUYECKUX CPEJICTB 3AIIUTHI HHHOPMALIHI.

SIBnsieTcss OCHOBOM [JIsi M3YYEHHs CIEAYIOUX IUCHMIUIMH: «YTpaBJieHHe
UHPOPMAIMOHHON 0€30MacHOCThIO», «MeToapl MPOEKTUPOBAHUS 3aIUIIEHHBIX
OTKPBITBIX ~ MH(GOPMAINMOHHBIX  CHUCTeM», «HTemIeKTyalbHbIE  CHCTEMBI
UH(POPMAITMOHHON 0€30MaCHOCTI.

JIist m3ydeHus: QUCIUTUTMHBI HEOOXOIMMBI KOMITETCHIIUH, COPMUPOBAHHBIC
y CTyAEHTa AJis pelieHus npodhecCuoHaNbHBIX 3a]a4 JeATeIbHOCTH, CBSI3aHHBIX C
pa3paboTKOM MPOrpaMMHOI0 0OECTICUECHHUS.

Kypc sBnserca ¢yHaaMeHTOM Uisi OpUEHTAllMM CTYIEHTOB B cdepe
pa3pabOTKN MPOrPaMMHOT0 0OecTieueHHsI HHPOPMAITMOHHBIX CHCTEM.

OOmasi TPyAOEMKOCTh OCBOCHMS JAUCUUIUIMHBI COCTaBIIsieT 4 3a4eTHBIX
enquHuIbl, 144 ak.gaca.

IIporpaMmon IUCHMIUIMHBL IIPELYCMOTPEHBI CHEAYIOIIUE BUIBl 3aHATHMN:
nekinuoHHeie (36 yacoB), jabopatopHbie (36 4.), camocTosTelIbHas padoTa
oOyyaronierocs coctaBisieT 72 Jaca.

HuciuminHa uzydaercs Ha 4 kypce B 8 cemectpe. DopMa MpoOMeKyTOUHOM
aTTecTalMy — SKk3aMeH. [1o qucuuImHe BBINOMHAETCS KypCOBOM MPOEKT.
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3 IlepeyeHb pe3yabTaTOB O0yYeHUSl MO JUCHMILUIUHE, COOTHECEHHBIX C
IVIAHUPYEMbIMH pPe3yJibTaTaMH 0CBOEHUsI 00Pa30BaTeIbLHOI MPOrpaMMbl

IIpoyecc usyuenus Oucyunaunsl «lIporpaMmHo-anmapaTHble CpeCTBa
3amThl  MHGQOpManMK»  HampaBieH Ha  (opMupoBaHHME  KOMIIETECHIIUH,
npeacTaBiIeHHON B Tabmuie 1.

Tabmuma 1 —Kommerenupu, o0s13aTeIbHBIE K OCBOCHHIO

Copepxanue Kon Kon u HanMeHoBaHME HHIUKATOPA
KOMIIETEHIINH KOMIIETEHIIUH JOCTH>KEHUS] KOMIIETEHLIUU
Criocoben OIK-14 | O[K-14.1 OcymecTnaser paspaGoTky i BHeIPEHHE
OCYIICCTBJIATE ABTOMATH3UPOBAHHBIX CHCTEM C YU4ETOM TpeOOBaHMIA
pa3paboTKy, 10 3aIuTe NHPOpMAITUN
BHEJIpEHHE u
IKCIUTyaTalUIo
aBTOMaTH3UPOBAHHBIX

CUCTEM C  y4eTOM
TpeOoBaHUI 1o
3anuTe MHGOpMAaIHH,
MIPOBOJIUTH
MOJITOTOBKY
UCXOJHBIX  JTaHHBIX
s TEeXHUKO-
HKOHOMHUYECKOTO
000CHOBaHUSA
IIPOCKTHBIX PELICHUI




4 O0BLEM M BUABI 3aHATHI MO JUCIHHUILIHHE

OO6mrast TpyAo€MKOCTh Y4EOHOW MUCIMIUIMHBI COCTaBISET 4 3a4€THBIX
eauHuIbl, 144 ax.4.

CamocrositennbHast pabotra crygenta (CPC) Bkmouaer mpopaboTKy
MaTepuaioB JIEKUUH, TOATOTOBKY K MPAKTUUYECKUM 3aHATUSAM, TEKYIIEMY
KOHTPOJIO, BBITIOJIHEHUE WHIMBUIYAIbHOTO 3aJaHus, CAMOCTOSATEIbHOE U3yUEeHHE
MaTepuaia U MOATr0TOBKY K AK3aMeHy U TudPepeHIIpOBaHHOMY 3a4ETY.

[Ipu opraHuzanu BHEAyJUTOPHON CaMOCTOSITEIBLHOM pabOThl MO JIAHHOU
JTUCIUIUIMHE KCIIONIb3YIOTCSA (OPMBI U pactpeaeneHue oromkera BpeMenu Ha CPC
JUIsL O4HOM (POpMBI 0OYUEHHUS B COOTBETCTBUU C TaOIMIIEH 2.

Tabnuna 2 — Pacnipenenenue 6ropxera Bpemenu Ha CPC

Ax.4.
o
Bun yuebHoit paboTbl Bcero axk.u. ceMecT
pam
8
AynutopHas padoTa, B TOM YHCIIe: 72 72
Jlexuuu (JI) 36 36
[Ipaktuueckue 3auarus (I113) - -
Jlabopartopusie padots (JIP) 36 36
Kypcogas paboTta/KypcoBoil mpoeKT - -
CamocrositenpHas padota cryaertoB (CPC), B Tom gncre: 72 72
IToaroroBska K JIEKIIUAM 9 9
[ToxroroBka k 1a00opaToOpHBIM paboTam 18 18
[ToaroroBka K MpakTUYECKUM 3aHATUSAM / CEMUHAapam - -
BrimonnaeHne KypcoBoi paboThl / MpoeKTa 20 20
PacuerHo-rpaduueckas padota (PI'P) - -
Pedepar (nnauBUAYyabHOE 3aaHHE) - -
JlomarHee 3aianue - -
[ToaroroBka Kk KOHTPOJIBHBIM paboTam - -
[ToaroroBka K KOJUIOKBUYMY - -
AHanutu4eckuit HTH(PpOPMaIIMOHHBIN TTOUCK - -
Pabora B 6ubanoTexe 5 5
[TonroToBka K sK3aMeHy U aud.3adery 20 20
[TpomexxyTounas arrectamus — 3k3amed (), aud.3auet (11/3) 2, /3 2, /3
OO6m1ast TpyA0€MKOCTh TUCIIUTUTHHBI
aK.d. 144 144
3.€. 4 4




5 Conepxanune TUCHMILIHHBI

C 11eJ1b10 OCBOEHHUSI KOMITETCHITH, TPUBEICHHON B 1.3 IUCHMILUIMHA pa30uTa
Ha 3 TEMBI;

—1ema |1 (Ha3Hauenue u pyHKIMM TPOTPaMMHO ammapaTHBIX CPEICTB
obecnieueHuss UHPOPMAITMOHHON OE30MTaCHOCTH);
—Ttema 2 (ITonutuka u Mosienu HHPOPMAITMOHHON 0€30MTaCHOCTH);

—tema 3 (IIporpammHoO-anmapaTHbie KOMIUIEKCHI 3aIIUTHI HHGOPMAIIUN).
Bunpl 3aHATHN 1O JUCUUIUIMHE U pacnpeleseHue ayJUTOPHBIX YacoB IS
Oo4yHOM (popMBI IpUBEIEHBI B Tabmuiie 3.



Tabnuua 3 — Bunbl 3aHATHIA 110 AUCHUIUIMHE U paclpeieNIeHue ayJMTOPHbBIX 4acoB (ouHas (popma oOydeHus)

HaumenoBanue Tembl Tema
No Copnepxanuie JEKIIMOHHBIX Tpynoemkoc Tpynoemkoc Tpynoemkoc
n/m TeMbI (pasziena) 3aHATUI Th B aK.4. MPAKTHHACCIHX Tb B aK.4. na6opafopHHx Th B aK.4.
JICIUTIIIMHBI 3aHATUN 3aHATUI
1 2 3 4 5 6 7 8
Haznauenue u CrannapTsl —
byHKIAHA nH()OPMAITMOHHOM
IIPOrpaMMHO 0€30MacHOCTH.
1 armapaTHbIX Haznavenue u pyHKIIMN 6 3 3 3
CpEelCTB MPOrPaMMHO arapaTHBIX
oOecrieueHns CpencTB oOecreyeHus
UHPOPMAIIMOHHON | MHPOPMALIMOHHOM
0€30MacHOCTH 0€30MacHOCTH
IIporpaMMHBIE  3aKIIAJKH. 6 Brrasnenue u 4
Monenu Bo3aeiicTBUI MpeIOTBPAIICHHUE
MPOTPaMMHBIX 3aKJIaJIOK Ha yTeuek
BBIYHUCIIUTENIbHBIE CUCTEMBI. uHbOopMaluu
OO6HapykeHre IPOrpaMMHBIX CummeTpuvHOE U 4
3aKJ1aJI0K. MeTo/bI 3aIUThI OT ACCUMETPUYHOE
[Tonutuka u MPOTPaMMHBIX 3aKJIaJI0K. nmdpoBaHre
) MOJEIIN [TonuTtuka naPOopManmoHHOM 4 3 3 JAHHBIX
MHPOPMAIIMOHHON | 6€30MaCHOCTH. Co3nanue 4
0€301acHOCTH Mopenu 6e30macHOCTH 6 Kpunrorpapuyecku
KOMITBIOTEPHBIX CHCTEM. X cOOOIIeHHH
TexHomorun uneHTUGUKAITNH, 4 AnmaparHas 8
ayTeHTU(UKanuu " peanu3anus
aBTOpHU3aLIUU KpHIITOrpaduiyecku

X CPEACTB 3allUThI
nHbOpMaIn




3aBepiieHre Ta0auIb 3

1 2 3 4 7
IIporpammHo- [IporpamMmmHo-anmnaparHsie IIporpammuo-
armapaTHbie KOMIUIEKCHI 3aI[UThI 12 anmnapaTHbIA
KOMILJIEKCHI nH(pOpPMAIIHH. KOMILJIEKC
3aIUTEI «AKKOpI»
uH(pOopMaUn Cucrema 3a1muThbl

Hpopmarmu «Secret
3
Net»
[TporpamMmmuoe
cpeactso PGP
CpenctBa 3aiuThl
uapopmarmu Dallas
Lock
Bcero ayautopHbIx yacos 36 36
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6 ®oHI OLEHOYHBIX CPEICTB IS NPOBEJACHHSA TEKYILIero KOHTPOJIs
yCIIeBA€MOCTH H MPOMEKYTOYHOM aTTeCTAllMM CTYACHTOB M0 JMCHHILIMHE

6.1 Kpurepuu onleHUBaHUsI

B cootBerctBuum ¢ IlomoxkeHweM O KpEIUTHO-MOMYJIBHOH CHCTEME
opranuzanuu  obpaszoBarensHoro  mporecca DPI'BOY BO  «Jlonl' TY»
(https://www.dstu.education/images/structure/license_certificate/polog_kred modu

Lpdf) npu omnenuBaHMM CcHOPMUPOBAHHOCTH KOMIIETCHIIMM 110 JIUCIUILIAHE
ucnonsiyetcs 100-6amibpHas mkana.

[lepedeHb KOMMIETCHIIUN TO JUCIUIUIMHE W CIIOCOOBI OIICHUBAHMUS 3HAHWUU
NIpUBEICHBI B Ta0uIie 4.

Tabmuma 4 — IlepeyeHb KOMITETEHIIUN MO AWCIUIUIMHE W CIIOCOOBI OIICHUBAHUS

3HAHUU
Konx u HaumeHoBaHue Croco0
OLeHOYHOE CPEeCTBO
KOMITETEHIINH OILICHUBAHUS
OIIK-14 OK3aMeH, Kommnekr KOHTPOJIMPYIOLIUX
nudzauer MaTepUajoB JUIsl SK3aMeHa

Bcero no tekyieii pabote B ceMecTpe CTyAeHT MoxkeT HabpaTh 100 6aos,
B TOM YHCJIE:

— 3ammTa JlabopaTopHbIX padboTt — Bcero 100 6annos;

DK3aMeH MPOCTaBISIETCS aBTOMAaTUYECKH, €CITU CTYJIEHT HaOpan B TE€UEHUU
cemecTpa He MeHee 60 OalIOB M OTYMTAJICS 32 KaXAYI0O KOHTPOJIBHYIO TOUKY.
MuHumanbHOE KOJMYECTBO OauioB MO KaXXJAOMYy M3 BHJOB TEKyLIEHl paboThI
coctaBisieT 60% OT MakKCUMAJIBHOTO.

Ok3ameH no aucuuiuinHe «lIporpammHo-anmapaTHeie CpeACTBa 3alIUThI
uH(dopMaIMu» NPOBOAUTCS MO pe3yibTaTaM paboThl B cemecTpe. B ciyuae, eciu
NOJIy4eHHasi B CeMeCTpe cymMMa 0ajlsIoB HE yCTPauBaeT CTYJIEHTa, BO BPEMs CeCCUU
CTYJEHT HMMEET NpPaBO TOBBICUTH HMTOTOBYIO OLIEHKY JH0OO B (popme yCTHOrO
co0ece0BaHus M0 MPUBEIECHHBIM HIDKE BompocaM (I.i. 6.5), mubo B pesynbrare
TECTUPOBAHUS.

[lIkana olneHMBaHUS 3HAHUI MPU MPOBEIECHUU NMPOMEXKYTOUHOM aTTecTaluu
npuBeeHa B Tabauue 5.



Tabnuma 5 —-1llkana oneHBaHUSA 3HAHUA
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CyMMma 6aioB 3a BCe BUIbI
y4eOHOM JeATETHPHOCTH

O1eHKa 10 HAaIlMOHAJILHOH ITIKAJIe
3a4éT/PK3aMeH

0-59 He 3auTeH0/HEYI0BIETBOPUTEIIHHO
60-73 3a4TeHO0/yA0BIETBOPUTEIHHO
74-89 3a4TeH0/X0pOILIOo

90-100 3aYTeHO/OTIANYHO

6.2 JlomaniHee 3aJaHue

I[OMaIHHI/Ie 3aJlaHrA HE TPEAYCMOTPCHBI.

6.3 Tembl 1u1s pedepaToB (Npe3eHTANUIT) — HHANBUAYAJbHOE 3aJaHNe

Pedeparts! (mHIuBUAYyaTBHBIC 3aaHKS ) HE IPEyCMOTPEHBI.

6.4 OueHoyHbIe cpeACTBA AJSI CAMOCTOATEbHON PadoThl M TEKYyIIEro

KOHTPOJIA YCIIEBACMOCTH

Tema 1. Hasnauenue u pynkyuu npocpammHo annapamHuvlx cpeocma

obecneyenuss UHHOPMAYUOHHOU OE30NACHOCHIU.
1. HaGop ammapaTHbIX ¥ TPOTPAMMHBIX CpPEICTB JJsi OOecTeueHus

COXpPaHHOCTH, JOCTYITHOCTHU U KOH(bI/I,Z[GHHI/IaJ'II)HOCTI/I JaHHBIX:

a) 3a1uTa uHpopMaIu

0) KOMIIbIOTEpHAsE 0€30MMaCHOCTh
B) 3aIIMIIEHHOCTh HH(MDOPMALIUH
r) 6€30IaCHOCTD JaHHBIX

2. CpencTBa yHUUYTOXKEHHUS, MCKKEHUS WIM XUIICHUS HHPOPMAIIMOHHBIX
MacCUBOB, JOOBIBaHHS W3 HUX HEOOXOIUMON MHGPOpPMAIMU MOC]E MPEOI0JICHUS

CUCTCM 3allIMThI, OTPAHUYCHUS NI BOCIIPCIICHHA AOCTYIIA K HUM 3TO:

a) nH(pOpMaIMOHHAS BOWHA
0) nHbOPMALIMOHHOE OPYKHUE

B) MH(POPMAITMOHHOE MPEBOCXOICTBO
3. T'apanTHs TOTO, YTO MPH XPAaHEHUHU WM Tepeaade nHpopManuu He ObLIo

IMPOU3BCACHO HCCAHKIIMOHUPOBAHHBIX W3MEHECHMU:

a) KOH(UACHITNATILHOCTD
0) 1IEJIOCTHOCTD

B) JIOCTYITHOCTb

') ayTeHTUIHOCTh

1) annejIupyeMocThb

4. T'apaHTHsi TOYHOI'O U MOJHOTO BBINOJHEHUS KOMaH B AC:

a) HaJIe)KHOCTh

0) TOYHOCTH

B) KOHTPOJMPYEMOCTD
I') yCTOMYHUBOCTh

1) JOCTYITHOCTh
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5. CBOWCTBO MAaHHBIX OBITH JOCTYIMHBIMU IS CAHKIIMOHHPOBAHHOTO
MOJIb30BAHUSI B TMPOM3BOJLHBII MOMEHT BPEMEHH, Korja B OOpamieHuu K HUM
BO3HUKAET HEOOXOIUMOCTb:

a) KOH(UAEHITNATILHOCTD

0) 1IEJIOCTHOCTD

B) JIOCTYITHOCTb

') ayTeHTUIHOCTh

1) armeInpyeMoCTh

Tema 2. Ilonumuka u mooenu uHGOPMAyUoHHOU Oe30NaAcHOCMU.

1. Komrmuiekc mpeBEHTUBHBIX MEp IO 3aIuTe KOHPUICHIIMAIBHBIX TaHHBIX U
WH(OPMAITMOHHBIX TIPOIECCOB HA TMPEIMPHUSITHH ITO. ..

a) KoMIIekcHoe obecnieueHue 1b

0) 6e3omacHocTh AC

B) yrpo3a b

r) ataka Ha AC

1) IOJINTUKA OE30MMaCHOCTH

2.  JeiictBue,  MpeANpUHUMAEMOE  3JOYMBIIUICHHUKOM,  KOTOpOE
3aKJIFOYAeTCs B TIOUCKE U UCTIOIB30BAHUHU TOW WIIM WHOW YSI3BUMOCTH CHCTEMBI.

a) KOMILUIEKCHOE o0ecrnieueHue nH(popMarmoHHOM 6€301acHOCTH

0) 6e3onacHocTh AC

B) yrpo3a nH(OpMalMOHHON 6€30MacHOCTH

I') aTaka Ha aBTOMATH3UPOBAHHYIO CUCTEMY

1) TIOJINTHKA O€30IMaCHOCTH

3. Bo3moxxnbie Bo3neticTBus Ha AC, KOTOpBIE TIPSIMO HJIM KOCBEHHO MOTYT
HaHECTH ymepo ee 0€30MacHOCTH:

a) KOMIUIEKCHOE oOecriedeHrne HH(POPMAIMOHHON 6€30MacHOCTH

0) 6e3omacHocTh AC

B) yrpo3bl HHPOPMAITMOHHOM 6€30TTaCHOCTH

T') aTaka Ha aBTOMaTU3UPOBAHHYIO CUCTEMY

1) IOJINTUKA OE30MMaCHOCTH

4. BammmenHocth AC 0OT ciaydallHOro WIM NPEeAHAMEPEHHOTO
BMEIIATEeILCTBA B HOPMAaJbHBIN Mpolecc ee (QPYHKIMOHUPOBAHHUSA, a TAKXKE OT
TIOTIBITOK XUIICHUS, U3MEHEHUS WIH Pa3pylIeHHs €€ KOMITIOHCHTOB:

a) KOMIUIEKCHOE oOecriedeHrne HH(POPMAIMOHHON 6€30MacHOCTH

0) 6e3omacHocTh AC

B) yrpo3a nH(OpMalMOHHON 6€30MacHOCTH

I') aTaka Ha aBTOMATH3UPOBAHHYIO CUCTEMY

1) TIOJINTHKA OS30IMaCHOCTH

5. OO6macth HayKM ® TEXHHKH, OXBaTHIBAIOMIAs COBOKYITHOCTH
Kpunrorpapuuecknx, MNPOrpaMMHO-AMIIAPATHRIX, TEXHUYECKUX, IMPaBOBBIX,
OpTaHM3AIMOHHBIX METOJIOB M CPEACTB oOecmeueHus: 6e30MmacHOCTH WH(OpMAaIUu
npu ee 00paboTKe, XpaHEHHH M Tiepeaave C UCTIOIb30BAaHUEM COBPEMEHHBIX
WH(POPMAITMOHHBIX TEXHOIOTHIA:

a) KOMILUTIEKCHOE o0ecrnieueHue nH(popMarmoHHOM 6€301acHOCTH
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0) 6e3omacHocTh AC

B) yrpo3a 6e30macHOCTH

I') aTaka Ha aBTOMAaTH3UPOBAHHYIO CUCTEMY
1) IOJINTUKA OE30MMaCHOCTH

Tema 3. Ilpoepammmuo-annapammusie KOMRIEKCbl 3aUUmMvl UHGOPMAYUL.

1. TTox cuctemoii 3anutel nHGopMarmu B KC nmonumaeTtcs:

a) COCTOSIHME BCEX KOMIIOHEHT KOMIBIOTEPHOM CHUCTEMBI, MPU KOTOPOM
obOecrieunBaeTcst 3ammra WHGOPMAIMKM OT BO3MOXXHBIX YIpO3 Ha TpedyeMoM
YpOBHE

0) omHO W3 OCHOBHBIX HANpaBJICHWM oOecredeHus: Oe30MmacHOCTH
rocyJapcTBa, OTPAciu, BEIOMCTBA, TOCYJAPCTBEHHON OpraHWU3AIMK WM YaCTHOU
bupmBI

B) EOUHBIM KOMIUIEKC TMPAaBOBBIX HOPM, OPTraHW3alMOHHBIX  MeEp,
TEXHUYECKUX, MMPOTPAMMHBIX U KPUNTOTrPadUIECKUX CPEICTB, 00ECIEeUNBAIOIINN
3amuieHHocTh uHpopmanu B KC B COOTBETCTBHMU C MPUHATOM MOJUTUKOU
0e30macHOCTH

2. Kontpodep - 370...

a) OCHOBHO€ YCTPOMCTBO CHCTEMBI, MPOU3BOJAIICE HUICHTUDUKALUIO
MOJIB30BATENSI M JIAIOIee pa3pelieHre Ha MPOXO, B ClIydae €Cld CUMTAHHBIA C
uaeHTUdUKATOPa KO COBMAIAET C KOJAOM, XPAHSIIUMCS B TAMSATH KOHTPOJLIEpa

0) 5T0 Ha0Op MTOKYMEHTHUPOBAHHBIX HOPM, MPABWI M TMPAKTHICCKUX
MIPUEMOB, PETYJIUPYIONINX YIpaBICHUE, 3alIUTy W paclpeiesieHne WHQPpopMaiuu
OTPAaHUYEHHOTO JIOCTYTIA

B) 3TO W3BECTHOCTh €€ COJIEPKAHUS TOJHKO WMEIOIIUM COOTBETCTBYIOIIHE
MOJTHOMOYHSI CYOBEKTaM

3. MHOXecTBO OOBEKTOB W THIOB JOCTylma K HHUM CyOBEKTa MOMKET
U3MEHSThCS:

a) B COOTBETCTBUU C HEKOTOPHIMHU IMpaBUJIaMH, CYHIECTBYIOUIMMHU B JJAHHOM
cucreme

0) CTaTUYHO T.€. HE MOXKET U3MEHSITHCS BOOOIIE

B) 3TO HUKAK HE CBA3aHO C CyObEeKTaMU

4. Ha xakom ypoBHe ceTeBor Mojienu OS] He paboTaeT MeKCEeTeBOM IKpaH:

a) hU3UYECKUit

0) ceaHCOBBII

B) CETEBOMU

I') TPAHCIIOPTHBII

5. Ha xakoM 3Tarne 3aKkaHYMBACTCS )KM3HEHHBIN MK aBTOMATU3UPOBAHHON
CUCTEMBI?

a) 0eTa-TeCTUPOBAHHUE CUCTEMBI

0) BHenpeHne (PUHATLHON BEPCUH CUCTEMBI B OKCIUTyaTaIUIO

B) IIpEKpallleHre COMPOBOKIACHUS U TEXHUUECKOU MOAICPHKKUA CUCTEMbI

I) aJiba-TECTUPOBAHNUE CUCTEMBI
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6.5 Borpocs! 1711 NOATOTOBKH K IK3aMEHY

1) Kak Obl Bbl nmanu ompezgeneHne MOHSATUIO «yrpo3a Oe30MacHOCTHY
BbIuMcauTeNbHOM cuctembl (BC)?

2) Kakue Boi 3HaeTe Buabl yrpos 6e3onacHoctu BC?

3) Kak 651 Bol ganu onpenenenne NOHATHIOKITPOrpaMMHast 3aKiIaiKan?

4) Kakue Bbl 3HaeTe METO/IbI BHEIPEHUS MMPOrPAMMHBIX 3aKJIa10K?

5) Kakue Bpl 3Haere BUIbl HEraTHUBHBIX BO3ACHCTBUN MNPOrPAMMHBIX
3aknanok Ha BC?

6) Kaxkue Bbl 3HaeTe BUIbI BpPEIOHOCHOTO MPOTPAMMHOI0 0OecrieueHus?

7) Kak Ob1 Bol nanu onpenenenue nousatuto «Rootkity»?

8) Kak Ob1 Bbl nanu onucanue metonuk BHeAapenus UserModepymkutoB?

9) Kak ©Ob1  Bbl  pmanmu  omucanue METOJUK  BHEAPEHUs
KernelModepyTkuton?

10) Kak Obr Bbl janum omnpeneneHwe MOHATHIO — «U30JUPOBAHHAS
nporpammuas cpena» (MIIC)?

11) Kak 6b1 Bel maim ompezeneHne MOHATHIO «MOHHTOP O€30MacHOCTH
00bexToB» (MBO)?

12) Kak 6b1 Bel panu ompezeneHre MOHATHIO «MOHHUTOP 0O€30MaCHOCTH
cyonbekToB» (MBC)?

13) Kaxk 651 Bel 00bsacHunm, nouemy anst peanusauuu UIIC neoOxoaumo
TpeOOBaTh HATMYKME KOHTPOJIS MOPOKACHUS CyOBEKTOB U OOBEKTOB?

14) Kak 6s1 Bbl ganu  ompeneneHue  MOHATHIO — «IIOJUTUKA
UH(POPMAIMOHHON 06€30MacCHOCTIY?

15) Kakue Bbl 3HaeTe KOMIOHEHTHI MOJIUTUKU O€30MaCHOCTH?

16) Kak ©Obi  Bbl jmanmu  omnpeneneHue  MOHATHIO — «IIPOLETYPHI
0e30macHOCTI»

17) Kax 6b1 Bbl ganu ommcanue Kakue NpoOJIEeMbl peIIaeT BEPXHUU
YPOBEHb MOJUTHUKA O€30MTaCHOCTH?

18) Kakx 61 Bbl ganu ommcanue kakue mNpoOJIeMbl pelIaeT CpeaHui
YPOBEHb MOJUTHUKA O€30MaCHOCTH?

19) Kak On1 Bbl nmanu onucanue Kakue MOpoOJeMbl peliaeT HUXKHUN
YPOBEHb MOJIUTUKUA O€30MACHOCTH?

20) Kak ©Oml Bbl jmanmu omnucaHue, 4YTO TPEACTABISIOT  COOOM
CTHIEIUATN3UPOBAHHBIC TIOJUTUKHA 0€30TTaCHOCTH?

21) Kak Obl Bwel pamu ompeneneHue TMOHATHAM «HICHTU(DHUKAIINY,
«ayTeHTU(UKAIUI NN «aBTOPU3ALIHS ?

22) Kakue Brl 3HaeTe criocoObl ayreHTUGHKAIIAN?

23) Kak Obl Bbl ganu onucaHue MeTOAbl ayTEeHTH(PUKAIMM HA OCHOBE



14

napoJisi?

24) Kak Obl Bwl manu omucanwe MeToAbl ayTeHTH(HUKAIMM Ha OCHOBE
cMapT-Kapt?

25) Kak Om1 Bwl pganmm  omucanwe  MeETOJIbI  OMOMETPUYECKOM
ayTeHTU(UKALIH?

6.6 IIpumepHasi TeMaTHKa KypCOBBIX IPOECKTOB
[TpumepHBIE TEMBI KYPCOBBIX IIPOEKTOB MPEICTaBICHBI B Ta0IHIIE 6.

Tabnuna 6 — [IpumepHbIe TEMbI KypCOBBIX paboOT

Ne n/mt HanmenoBanue TemMbl U KPaTKOE COAECPIKAHUE

KoMmIuiekec mnporpaMMHbBIX MPOJYKTOB 3alllUThl KOPHOPATHBHBIX HMH(DOPMAIIMOHHBIX

| [cHcTeM «3actaBay. Peanm3zamusi ~ mporpaMMHBIX ~ CpPEICTB  OOECHedeHUs
MH()OPMAITMOHHOW 0€30MaCHOCTH C HCIIOIh30BAHUEM KPUNITOTpa)UUECKHX MaKEeTOB U
uHTEepdEiicoB

[IporpammHO-anmapaTHBI KOMIUIEKC oOHapykeHus BTopxkeHuit «ViPNet — IDSy.
2 [Peanmu3anms mIporpaMMHBIX CPEICTB 0OecneueHns: HH)OpMaMOHHON
be3onacHOCTH ¢ UCTIOJIB30BAaHUEM KPUINITOTpapUuecKux IaKeToB U HHTephercoB

[lepconanbHOoe cpeAacTBO Kpunrorpaduueckoin 3amutel  uHbopmaruu ITUIIKA.
3 |OcHoBHbIe sTanEI yCTaHOBKH, HacTpoiku U pyHkmonupoBanus [ICK3U Illumnxka.

4 [Cucrema aBromMaTnyeckoro pacrnosHaBanus il Face-Muremnnekr. OCHOBHBIE METO/IBI U
MOIXO/bl K PACITO3HABAHUIO JIHII.

5 [[IporpaMMHO-anmapaTHeli KOMIUIEKC CPEACTB 3allUThl HHpOpMAalUu «AKKOPI -
AM/I3». YcTraHoBKa 1 OCHOBBI paOOTHI C KOMITJIEKCOM.

6 AyTeHTI/I(pI/IKaHI/ISI MOJIL30BATCIIAA IO OTHICHATKAM MaJBICB C IMOMOMIIBIO MPOrpaMMHO-
arnmapaTHbIX cpeacTB Biolink.

7 |CpeactBo 3ammthl uHpopmannu SecretNet. YcraHOBKa M OCHOBBI pPabOTBHI €O
CpEIICTBOM KOHTPOJISl KAHAJIOB PACcpOCTPaHeHHS KOH(PHICHIIMATHHONH HHPOPMAIIH.

g [epconanpHoe cpencrBo ayreHtuukamuu eToken: ayTeHTH(QUKALKMA € IOMOLIBIO
DIICKTPOHHBIX KIIOYEH

9 [Hepconanbnoe cpeactBo ayrentudukanuu Rutoken: ayreHTHHKAUMsS € HOMOLUIBIO
PIEKTPOHHBIX KITIOUEH

[IporpaMMHO-anmapaTHbIi  KOMIUIEKC MPEJOTBPAIICHUS  HECAaHKIMOHMPOBAHHOTO
10 |moctyma k pecypcam kKoMmmbioTepa «Co00ib»: yCTaHOBKA, HACTPOMKA M DKCILTyaTaIlHsl
KOMILIEKCA.

NHnuBuayanbHOE 3aJaHue, Kacarolleecs KOHKPETHOM 3aJauM, BBIIACTCS

CTYJIEHTY MPENoaBaTeseM.
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7 YueOHO-MeTOAMYECKOE U MH(OPMAIMOHHOE O0ecnedeHre JUCHUILTUHbI

7.1 PexomeHnayemasi aureparypa

OcHosHnasn 1umepamypa

1.  IIporpamMMHO-ammapaTHble  CpEACTBA  3allUThl  WHGOPMALUU
[DnexTpoHHBIN pecypc] : yueOHOoe mocodue : B 3-x 4. / B. A. I'pugnes, 0. A.
I'yockoB, A. C. Jlepsoun, A. B. SIxoBneB. — TamboB : M3nmarensckuii TEHTP
OI'bOY BO «TT'TY». URL: https://znanium.ru/catalog/document?id=419393&
ysclid=m4znrcnu53328882974. ([lata oOpamenus - 26.08.2024).

Jlononnumenvhas numepamypa

1. [IporpammHo-anmnapatHele cpeacTBa obecrneueHrs MHGHOPMAIIMOHHON
oe3omnacHoctu [Tekcr] : yueOHoe nmocobue / B.W. Ilerpos, H./I. Ilpurontok. — M. :
%01 AxanemMun Kykosckoro, 2020. — 88 C. — URL:

http://storage.mstuca.ru/xmlui/handle/123456789/8839.  (/lata oOpamenust -
26.08.2024).

7.2 Ba3bl JAHHBIX, 3JIEKTPOHHO-0M0THOTEeYHbIE CHCTEMBI,
nH(GOPMANIMOHHO-CIIPABOYHbIE H MOMCKOBBIE CHCTEMBI

1. Hayuynas O6uGnuorexka Honl'TY : oduinuanbHbli CalT.— AJYEBCK. —
URL.: library.dstu.education .— TeKCT : 37I€KTPOHHBIH.

2. Hayuno-texuuueckast 6uonuorexka BI'TY um. IllyxoBa : odunnanpHbiii
caiit. — benropon. — URL: http://ntb.bstu.ru/jirbis2/ .— TekcT : 31eKTpOHHBIH.

3. KoncynpTant cTymeHTa : 3JIEKTPOHHO-OMOJIMOTEYHas cucTeMa.—
MockBa. — URL: http://www.studentlibrary.ru/cgi-bin/mb4x.— Texkct
DJIEKTPOHHBIN.

4. VYuHuBepcuTeTcKass OHOIMOTEKa OHJIAMH : AJIEKTPOHHO-OMOIHMOTEYHAs
cucrema.— URL: http:/biblioclub.ru/index.php?page=main_ub_red.— TekcT :

AIEKTPOHHBIN.
5. Caiir kadenpst UCUB http://scs.dstu.education.
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8 MarepuaibHO-TeXHHYECKOEe OOecredeHne JUCIHUILTUHbBI

MarepuanbHo-TexHHUecKasi 0a3a obOecrieunBaeT IMPOBEJACHHE BCEX BHUJIOB
NEeATEILHOCTH B Mpolecce o0ydeHusi, cooTBeTcTByeT TpedoBanusim ®I'OC BO.
MartepuanbHO-TEXHUUECKOE 00ecrieueHHe MPeCTaBIeHO B Ta0IuIE 7.

Tabnuna 7 — MartepuallbHO-TEXHUUECKOE 00eCTIeUeHUE

HanmMenoBanne 000py0BaHHBIX y4eOHBIX KAOMHETOB

Anpec
(MECTOIOI0KEHHE)
y4eOHBIX
KaOWHETOB

CrieninaabHbIC TIOMEIICHHS:

AyIuTOpuU 7151 IPOBEICHUS JIEKIIUI:

Mynvsmumeouiinas ayoumopus. (60 nocadounwvix mecm,),
o0opynoBaHHas CIICMATM3UPOBAHHON (yueOHOM) Mebenbio (mapTa
TpexmecTHas — 18 mr., mapra nByxmectHas — 6 wrt, cToi— | mr.,
nocka aynuropHasi— 1 mr.), yueoHoe [IK (MoHHTOpP + CHCTEMHBII
0710K), MyJIbTUMEIUIHAS CTOMKa ¢ 000opyaoBaHUEeM — | mT.,
UPOKOGOPMATHBIN IKpaH.

Komnvromepnule knaccwi (22 nocadounvix mecma), 000pyA0BaHHBIN
yueOHOI MeOenbIo, KOMITBIOTEPAMHU C HEOTPAaHUUYEHHBIM JIOCTYIIOM K
cetu MHTEpHeT, BKIItoUas goctyn k ObC:

ITK- 12 mt.; Jocka — 1 mmT.

ayn. 207 xopn. 4

ayn. 211 xopn. 4
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JIuct cornacoBanus pabouel mpoOrpaMMbl TUCHUTIIAHBI

PazpaboTa:

1.0 3aBellyrollero kadbeapoi
HUHTEJUIEKTYaIbHBIX CHCTEM

1 MH(OPMAITMOHHOM 0€30I1aCHOCTH 6% E.E.buzsHoB
(DOJKHOCTB) (nommdq// ®.1.0.)

1.0. 3aBEIyIOIero kadgeapoit

HHTEJUIEKTYaJIbHBIX CHCTEM

1 MH(OPMAITMOHHOM 6€30MacHOCTH E.E.bu3siHOB
OJZINHUCH ®.1.0.)

IIpotokon Ne 1 3acemanust Kadeipsl HHTEIUIEKTYalbHBIX CHCTEM U
nH(bOpMaIoHHOM Ge3omacHocTy ot 27.08.2024 ¢

N.o. nexana daxynbrera
UH()OPMAIIMOHHBIX TEXHOJIOTHH U
ABTOMATU3ALMH ITPOU3BOICTBEHHEIX

IIPOLIECCOB B.B JlpsiukoBa
©.1.0.)

CormnacoBaHoO:

Ilpencenarens MeTOqMUYECKOM

KoMHccuH 110 crierranbHocTi 10.05.03

HNudopmannonHas 6e30macHOCTE e ,

aBTOMAaTH3MPOBAHHBIX CUCTEM 4)‘/7/ E.E. buzsHos
(nonnné’ ®.1.0.)

HavyanesHuk yue6HO-MeTOIMYEeCKOro eHTpa 0O.A. KoBasnieko

(noanuce ®©.1.0.)
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JInct n3MeHeHn U JOIIOJIHEHU N

Homep nzmeHenusi, 1ata BHECEHUSI U3MEHEHMS, HOMEP CTPAaHUIIbI JIJI1 BHECEHUS
N3MEHEHUN

J1O BHECEHM I U3SMEHEHUU:

TIOCJIE BHECEHU I U3BMEHEHUM:

OcHOBaHUE:

Iloanucek nuia, OTBETCTBEHHOI'O 32 BHECEHUE U3MEHEHU I




