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1 Hean u 3a1a4u M3y4eHUsl JUCITUTIIAHBI

Lenu oucyunaunsi. Llenpto n3ydeHuss AUCUUIUIMHBL «MoaenupoBaHue yrpos
uH(pOPMALMOHHON 0€30MMacHOCTI ABJISIETCS dbopmupoBanue 3HAHUS
TEOPETUYECKIX OCHOB MOJICIUPOBAHUS Yrpo3 HH(DOPMAIMOHHONW OE30MacHOCTH,
M3y4YeHWE METOJOJIOTUA CHUCTEMHOrO oOOecreueHusl 3aluThl  WHGOpMAaInH,
MH(POPMAITMOHHBIX PECYpCOB U WHGOPMAIMOHHBIX TPOIECCOB, MPOBEICHUE Ha
OCHOBE METOJOB MOJEIMPOBAHUSA yrpo3 0€30MacHOCTH  BBIUMCIUTEIbHBIX
HKCIIEPUMEHTOB.

3aoauu usywenus oucyuniunvl. [IppoOpeTeHne CTyIeHTaMH 3HAaHUW, YMEHUN U
MPAaKTUYECKNX  HABBIKOB, HEOOXOAUMBIX I TOHUMAaHUS  oOecredeHus
MHPOPMAITMOHHON  0€30MacCHOCTH  OTKPBITBIX ~ WH(POPMAIMOHHBIX  CHCTEM.
HayuuThcst pacnio3HaBaTh yrpo3bl 0€30MacHOCTH WH(OpMauy B MHHOPMAIMOHHON
CUCTEME, MPOU3BOJANTH TECTUPOBAHHE OE30MACHOCTH MH(POPMAIIMOHHBIX CHCTEM H
MOJIETTUPOBAHUE aTaK HAa BEO-MPUIIOKEHUS.

HHucyunauna Hanpasnena Ha ¢opmuposanue  00METIPOPECCUOHATBHBIX
(OIIK-3) koOMIeTeHINI BBITYCKHUKA.
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2 MecTo AUCHUIIMHBI B CTPYKTYpe 00pa30oBaTeIbHOI NPOrpaMMbl

JIOTUKO-CTPYKTYPHBIM aHAJIU3 AUCHMIUIMHBI — KYpC BXOJUT B 0053aTENIbHYIO
gactb BJIOKA 1 «Jlucuumiauael (MOAYJK)» TMOATOTOBKH  CTYJIEHTOB IO
crnenranbHOoCcTH 10.05.03 MHpopmanmonHass 6€301MaCHOCTh aBTOMATHU3UPOBAHHBIX
cucteMm (10.05.03-05 be3onacHOCTb OTKPBITHIX HHPOPMAITUOHHBIX CUCTEM).

HucuunnuHa peanu3yercss Kadeapod UHTEUIEKTYaldbHBIX CHUCTEM H
uH(GOPMALIMOHHON OE30MaCHOCTH.

OcHoBeiBaeTcst Ha 0aze mucnmiuinH: «Bpiciias matemaTukay, «JluckperHas
MaTreMaTtuka», « Teopusi BEpOSTHOCTEM, MATEMATUYECKAsI CTATUCTUKA U CIIyYalHbIE
nporeccel», «Maremarudeckass JIOTMKA M TEOpUs aiaroputMmoB», «Teopus
uHpopmanum», «Dusukay, «OCHOBbI HHGPOPMAIMOHHON  OE30MaCHOCTHY,

«Kpunrorpapuueckue  mMeToasl  3ammThl  uHbopManumy»,  «MaTtemaruka
KpUnTorpadum.

siBasiercsi  OCHOBO# Ui W3yYeHHUS  CIEAYIOUIMX  JAMCLHUIUIMH:
«HTenneKTyanbHble CHCTEMBI UH(POPMAaLIMOHHOM 6e30macHOCTY,

«AIMUHUCTpUPOBAHUE UH(OPMAIIMOHHBIX CUCTEM U CITYKO»..

JInst u3ydeHus: NUCHMIUIMHBI HEOOXOAMMBI KOMIIETEHIIUU, COPMUPOBAHHBIE
y CTyJAEHTa ISl PelIeHHs] MPOPECCUOHANBHBIX 3a/1ay JIEeITeIbHOCTH, CBSI3aHHBIX C
IPUMEHEHUEM BBIYUCIUTEIBHBIX CUCTEM.

Kypc sBasercs ¢dyHaamMeHTOM 1Jisi OpUEHTAllMd CTYJCHTOB B cdepe
pa3paboTKu MHGOPMAIIMOHHBIX CHCTEM.

OOmasi TPyAOEMKOCTh OCBOCHHS JUCLUMUIUIMHBI COCTaBIIsieT 4 3a4eTHBIX
eauHuIbl, 144 ak.u. [lporpaMMoOil JUCHUIIMHBI TPELYCMOTPEHBI JIEKIIMOHHBIE
(36 ak.u.), nabopatopubie (36 ak.4.) 3aHATHS, CAMOCTOSITEIbHAS padoTa CTyAcHTa
(72 ak.u.).

JuciunnuHa u3ydaercs Ha S5 Kypce B 9 cemectpe. @opMa MpoOMEKYTOUHOM
aTTeCTallK — YK3aMEH.
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3 IlepeyeHb pe3yJabTaTOB O0OyYE€HUS MO JUCHMUILUIMHE, COOTHECEHHBIX C
IUVIAHUPYEMBbIMH Pe3yJIbTATAMHU 0CBOEHUSsI 00Pa30BaTeIbHO MPOrpaMMbl

Ilpoyecc usyuenus oucyunaunvl «MoaenupoBaHrue yrpo3 UH(PpOPMAIIMOHHOM
0e30macHOCTH» HampaBlieH Ha (OpMUPOBAHHE KOMIIETCHIIMM, MPECTABICHHON B
tabmnure 1.

Ta6muna 1 — Komnerenuuu, o0s13aTeabHBIE K OCBOCHHIO

Conepxanue Kon Kon u HaumMeHOBaHUE MHIUKATOpa

KOMIICTCHIIMU KOMIICTCHIIMU JOCTHXKCHHUA KOMIICTCHIIMHN

Cnocoben OIIK-3 OIIK-3.1 OcymecTBasier 00OCHOBaHHBIN  BBIOOP
HUCIIOJIB30BaTh MAaTCMAaTUYCCKUX MCTOAOB I PCIICHHUA THUIIOBBIX
MaTeMaTHYECKUE 3ajaq

METOIbI
HEOOXOINMBIE VTS
perieHus 3a1a4y
npodeccuoHaIbHON
ACATCIIbHOCTHU
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4 O0BLEM M BUABI 3aHATHH IO JUCIUILTHHE

OOmass TpynOEMKOCTh Y4YeOHOH JMCUMIUIMHBI COCTaBIseT 4 3a4€THBIX
enuHuIpbl, 144 ak.4J.

CamoctositenbHass pabora cryaenta (CPC) Bximowaer mpopaboTKy
MaTepUasIoB JIEKIMH, TMOATOTOBKY K HPAKTUYECKUM 3aHATUSAM, TEKYILIEMY
KOHTPOJIIO, BBIIIOJHEHUE WHIUBUIYAJbHOTO 3a/laHUs, CaMOCTOSITEIbHOE U3yUYEHHE
MaTepuaia U HOJArOTOBKY K 9K3aMEHY.

[Ipn opranuzanuu BHEAYIUTOPHOM CaMOCTOSITENILHOM pPaOOTHI MO JAaHHON
JUCLMILTMHE UCTOIB3YIOTCS (GOpMBI U pactpeneieHue Oromxera BpeMeHu Ha CPC
11 O4HOM PopMBbI 00yUEHHUs B COOTBETCTBUU C TaOiuLe 2.

Tabnuma 2 — Pacipenenenne Oromkera Bpemenn Ha CPC

Ak.4. 110
Bun yuebHoit paboTbl Bcero ak.u. cemecTpam

9

AynutopHas paboTa, B TOM YHCIIC: 72 72
Jlexuuu (JI) 36 36
[Ipaktuueckue 3ansarus (I113) - -
Jlaboparopusie pabots (JIP) 36 36
KypcoBas paboTa/KypcoBoii MpoeKT - -
CamocrositensHas pabora ctynento (CPC), B Tom uuncie: 72 72
IToaroroBska K JIEKIIUAM 9 9
[ToaroroBka k J1abopaTopHBIM paboTam 18 18
[ToaroToBKa K MPAaKTUYECKUM 3aHSATUSIM / CEMHUHApaM - -
Brimonnenue KypcoBoii paboThl / IpoeKTa - -
Pacuerno-rpaduueckas padora (PI'P) - -
Pedepar (nnauBuayanpHOE 3aaHKE) — —
JomarmHee 3amanue - -
[ToaroToBKa K KOHTPOJILHBIM paboTam - -
IloaroTroBKa K KOJUIOKBUYMY - -
AHaTUTHYECKNA MHPOPMAITMOHHBIN TTOWCK 9 9
PaGora B 6ubnuorteke 9 9
IToaroroBka Kk sK3aMeHy 27 27
ITpomexyrounas arrectamus — 3k3aMeH (9), nud.3ager (/13) C) C)

OO6m1ast TpPyA0EMKOCTh TUCITUTUTHHBI

aK.4. 144 144

3.€. 4 4




5 Conepxxanune TUCHUILIHHBI

C 1enplo OCBOEHUS KOMIIETEHLMH, TPUBEACHHBIX B 1.3 TUCLMILIMHA pa30ouTa
Ha 3 TEMBI:
—tema 1 (Yrpossl OezomacHOCTH HH(POPMAITK B HHYOPMAIIMOHHOM CUCTEME);

— 1ema 2 (TectupoBanue 6€30MacHOCTH HHHOPMAITMOHHBIX CUCTEM);
—teMa 3 (MoaenupoBaHue aTak Ha BEO-TIPUIIOKEHHUS ).

Bunpl 3aHATHI 1O AMCUMIIMHE M paclpeiesieHue ayJuTOPHBIX YacoOB IS
Oo4yHOM (popMBbI IpUBEIEHBI B TabnuIe 3.



Tabnuma 3 — Bunel 3aHsATHIA 110 TUCHUIUIMHE U paclipeiefieHHe ayIuTOPHbIX 4acoB (ouHas popMa o0yUdeHus)

HaunmenoBanue TeMbl

Tema
Ne .. |Tpynoemkocts| Temsl ipakTuyeckux (I py1oeMKOCTb TpynoeMKocTb
(pasmena) ConepxaHue JNEKIMOHHBIX 3aHATHI o J1a60paTOPHBIX
/n B aK.4. 3aHATUN B aK.4. . B aK.4.
JMCLATUTHBI 3aHATUI
1 2 3 4 5 6 7 8
Mogaenb yIrpo3
MH(OPMAIIMOHHON Monens yrpos 4
Vrpossr 0€301acHOCTH B HH(OPMAIMOHHOH
HH(MOPMAIlMOHHBIX  CHCTEMaX. Oe30macHoCTH
0€30I1aCHOCTH opman
Mogaenb HapyHIUTENs 4
1 uHGOpMALMH B uH()OPMAIIMOHHON ) ) C6 )
MHPOPMAIIMOHHOMN p Op MHQOPMALIHH 4
0€30MacHOCTH. AKTyanbHbIE 0 BEO-TIPUIOKCHHH
cUCTEME
YTPO3bI uH(opMaIuu B
WH(}pOpPMaIMOHHBIX
cucTeMax.
AHanu3
3alUIIEHHOCTH 4
TPAHCIIOPTHOTO
Coop uHpopmaru 0 YPOBHSI
TECTUPYEMOU CUCTEME.
gecmpOBaHHe KOHT(I)I/IrypauHH u Usyuenue
Tectuposanie u3Hec-oruku.  TecTnpoBanue 3AMUIIEHHOCTH
MOJINTUKYU TOJIb30BATEIbCKOM 4
5 | 6e3omacuocTH MeXaHu3Ma
HH(OpMAIHOHHEIX Oe3omacHoctu.  TectupoBanue 20 - -
pMan ayTeHTU(UKALMU/aBTOPHU3ALINY. YHpaBICHIA
chcTeM TecTupoBaHue MEXaHH3MOB AOCTYIIOM
yIpaBlIeHUs CECCHSIMH.
TectupoBanue ys3BUMOCTEH Ha TectupoBanue
CTOPOHE I0JIb30BATEI. 3alUIIEHHOCTH 4
MeXaHu3Ma
yIpaBIeHUS

CCCCUAMMU




Oxonuanue TadJIUIBI 3

1 2 3 4 7
Sql-uabekun  (SQL-injection).
OmnucaHue, METOJbl BBISIBICHHUS, MopenmpoBaHue aTak
[PEKOMEH a1 10| tuna SQL-injection
npeaynpexaeHuo. MexcaiToBbIN
%IPHHTHHF (ng)' Monemuposanne XSS
accuukanus i} bl
MoenupoBaHue ccupukauus, croco arak
OOHAPYKCHHSI, MEXaHHU3MBI
3 |aTak Ha BeO- . 12
OKEHUA [POBCACHHA. MesxcaiiTosas TTouck ys3BUMOCTEN K
pui momnenka  3ampocoB  (CSRF). Y
OcobGeHHOCTH pean3anum. arakam CSRF
Metonbl  3alIMUTBL. Y JAJEHHOE
sHeapenne koxa (RCE). Mertonpl AHanu3 ys13BUMOCTEH
YAQJIEHHOTO BHEAPEHHS KoJa B k atrakaM RCE
BEO-TIPUIIOKCHHUS.

Bcero ayauropHbIX 4acoB

36

36
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6 @oHI OLEHOYHBIX CPEACTB ISl NPOBEJACHHSA TeKyIIero KOHTPOJIS
yCIIeBA€MOCTH M IIPOMEKYTOYHOM aTTeCTAllMM CTYACHTOB 0 JMCIUIIIHHE

6.1 Kpurepun oueHMBaHus

B coorBerctBru ¢ [1on0xkeHnEM 0 KpEIUTHO-MOAYJIBHOM CUCTEME OPTaHNU3ALMH
00pa3oBaTeILHOTO porecca OI'bOY BO «1oHl TY»
(https://www.dstu.education/images/structure/license_certificate/polog_kred modul.

pdf) npu ouneHuBaHuM C(HOPMUPOBAHHOCTH KOMIIETEHIMM 1O  JAUCLUILUIMHE
ucnojyszyetcs 100-6aripHas mkana.

[lepeueHb KOMMIETEHIIMM IO AUCIHUILIMHE U CIOCOOBI OIEHWBAHUS 3HAHUUN
pPUBEJICHBI B Ta0IUIIE 5.

Tabnmia 5 — [lepeueHb KOMIETEHITMH 110 TUCITUTLTMHE U CIIOCOOBI OIICHUBAHUS 3HAHUN

Kon n HaumenoBaHue
Croco0 orieHUBaHUA O1LIeHOYHOE CPEeNICTBO
KOMIIETEHIIUHN
KoMmmnekr KOHTPOJIN UX
OIIK-3 JK3aMeH POJIHPYIOLL
MaTepHayioB s SK3aMeHa

Bcero mo Texymieit pabote B cemecTpe cTyneHT MokeT Habpath 100 6amios,
B TOM YHUCIJIE:

— pedepar — Bcero 10 6amios;

— mabopatopHbie paboThl — Bcero 90 6amios.

OrieHka 1o 3K3aMeHy MPOCTaBISETCS aBTOMAaTUYECKH, €CIIM CTYACHT HaOpai B
TeUeHHH ceMmecTpa He MeHee 60 OamIoB M OTYMTAJCS 33 KAKIYI0 KOHTPOJBHYIO
TOYKY. MUHUMAaNbHOE KOJIMYECTBO OAJIOB MO KaXKJIOMY U3 BUIOB TEKYyILIEH pabOThI
cocTaBisieT 60% OT MaKCUMaJIbHOTO.

OK3aMeH 10 JAUCHUIUIMHE «MoaenupoBaHue yrpo3 HH(QOPMAIMOHHOM
0€30MacHOCTH» MPOBOAMTCS MO pe3ysbTaTaM paboThl B ceMecTpe. B ciydae, ecnu
[OJly4YeHHasi B CEMECTpe CyMMa OaJlJIoB HE yCTPAaUBAET CTYAEHTA, BO BPEMsI CECCUU
CTYJEHT MMEET TMpaBO IMOBBICUTh HUTOTOBYIO OLEHKY B (OpME YCTHOTO
co0eceoBaHus N0 PUBEACHHBIM HUKE BOIIPOCAM.

[IIxkana oLEeHMBAHMWS 3HAHWM NPU INPOBEICHHUHM IMPOMEKYTOUYHOW ATTECTALMHU
npuBeeHa B Tabnuie 6.

Taomuna 6 —Ilkana orieHUBaHUs 3HAHUI

Cymma 6asuioB 3a Bce BUIBI YIeOHOM OueHka o HallMOHAJIBHOM IIKae
TSI TeTbHOCTH 3a4€T/9K3aMEH
0-59 He 3auTeHO0/HEYJOBIETBOPUTEIIHHO
60-73 3a4TeHO/yAOBIETBOPUTEIHHO
74-89 3a4TeH0/X0pOIIO0
90-100 3auTeHO/OTIINYHO
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6.2 JlomammHee 3a1aHne
JlomarHee 3aaHue He MPeyCMOTPEHO.

6.3 Tembl 111 pedpepaToB (NMpe3eHTALNi) — HHAUBUAYAJIbHOE 3a/IaHHE

Pedepatsl (MHIMBHIYyaIbHBIC 3a1aHKS) HE TTPEAYCMOTPEHBI.

6.4 OueHo4Hble CPeACTBA VISl CAMOCTOATEILHOM PadoThl M TEKyLIero
KOHTPOJISl YCIIEBA€MOCTH

Tema 1 (Yeposwvl bezonachocmu ungopmayuu 8 UHPOpMayuoHHOU cucmeme)

1) Yro Takoe yrposbl Oe3zomacHOCTH HH(OpManuu B HHPOPMAIMOHHON
cucreme?

2) B uwem 3akmouaercs mporecc  ompexaenenus  yrpos3 Wb B
nH(pOPMAIIMOHHOU cucTteme?

3) Kak o1eHUTh BO3MOXHOCTH HapyILIMTENed [0 pealu3aluud yrpo3
6e3omacHocT nHGOpMaUu?

4) Kak OmEHUTh BEPOSATHOCTH peaju3allid yrpo3bl  OE30MaCHOCTH
uHpopmanun?

5) Kak oneHuTh cTerneHu BO3MOXKHOTO yiiepda OT peanu3alii yrpo3bl
6e3omacHocT nHGOpMaUu?

Tema 2 (Tecmuposarue 6e3onachocmu UHGHOPMAYUOHHBIX CUCEM)

1) B dewm 3akitouaercsi TECTUPOBAHUE HA TPOHUKHOBEHHUE?

2) B ueMm 3akirodaeTcsl pa3HHLIA MEXAY TECTUPOBAHHE CETEBOrO YPOBHS U
YPOBHSI IPUJIOKEHU?

3) KakoBsl MeTOIbI ayiUTa MPH MPOBEJACHUH MIEHTeCTa?

4) KakuMm 006pa3zoM poBOAUTCS cOOp UHPOpMAITUU O BEO-TTPUIIOKECHUH?

5) Kak npoBoauTcs onpeaeneHue To4ek Bxoaa?

Tema 3 (Mooenuposanue amax Ha 6e6-NPUTLOHCEHUS)

1) Yrto u3 cebs npeactapisaioT SQL-unbexuun?
2) Yo takoe XSS ataku?

3) KaxkoBsl nocneactsus npoeaeHuss XSS atak?
4) Yto Takoe CSRF-aTaka?

6.5 Bonpochl 1J11 NOATOTOBKHU K IK3aMeHy

1) KaxoBbI XapaKT€pUCTUKU TEXHUYECKOTO KaHalla yTeuYKH HHPpopMauu?

2) KakoBbl XapaKTepUCTUKH ONTHYECKOTO NpubOpa MmepexBara pedeBOu
uHpopmanun?

3) Kakue mnpuHIMNBI BBHISBICHUS 3aKIQJHBIX YCTPOWCTB ONTHYECKOTO
nepexsara uHpopmaiuu Bei 3Haere?

4) KakoBbl OCHOBHBIE CMOCOOOM OOpHOBI € yTeukod uWHGOPMAIUU TIO
ONTUYECKUM KaHaJlam?

5) Kakue mepornpusitus JOJKHBI ObITh MPEIyCMOTPEHBI MPU MOCTPOECHUU
CUCTEMBI 3aIIUThl ONTHYECKUX KaHAIOB?



11

6) B dem 3akiodarOTCs CJIOKHOCTH ONpenelcHusi BebO-cepBepa U
(dhperiMBOpKa BEO-TIPUIIOKECHUS ?

7) B dyem 3akioyaroTcsl CIOXKHOCTH OIpeNeNieHUs BeO-NPUTIOKEHUM Ha
cepepe?

8) Kak npoBoautcs novck nadopmaimu B Mera-(aitnax u Ha BeO-cepBepe?

9) Kak mnpou3BoguTCs TeCTHMpOBaHWE KOH(MUTypalud U HHPPACTPYKTYPbI
BEO-TIPUIIOKECHUS ?

10) YUto takoe «JlorupoBanue»?

11)B uwem 3akmroyarorcs yrpo3bl OT CTapbIX BEpCH BEO-NPUIIOKEHUS,
CKPBITHIX (haiiJIOB U pe3epBHBIX KOMUA?

12) B yem 3akitouaercs HEOE30MaCHOE WCITOJIB30BAHUE METOJIOB MPOTOKOJIA
http?

13) YUto u3 cebs npeacrassier mexannsm HSTS?

14) Yto takoe «Bamunarus»?

5) Yro u3 cebs npeactaBisaoT SQL-unbexuun?

6) Yrto takoe XSS aTaku?

7) KaxkoBsl nocneactsus npopeaeHuss XSS atak?

15) Yto takoe CSRF-araka?

16) Kakue meToap! 1 criocoOs! 3anuThl 0T SQL-unbekuii Bol 3HaeTe?

17) Yto u3 ceds npeacrtasisiror DOM-monenu?

18) Kakue meTombl 1 ciocoObI 3ammThl oT XSS atak Bl 3Haete?

19) Yto u3 cebs npencrasnser CSRF-ataka?

20) Kakue paznoBugHoct CSRF-atak Bel 3Haere?

21) Kakue metomapt u ciocoOst 3ammTthl o CSRF-arak Ber 3Haere?

22) Kakue oCHOBHBIE C€TEBBIE MEXaHN3MbI Oe30macHOCTH Bhi 3HaeTe?

23)Kakue KOMIIOHEHTHl W BO3MOXXHOCTH KOHQUTYpalMd U COOpPKU Yy
apxutektypa Web npunoxenuii J2EE Bwi 3naere?

24) Kakue 3a/1auu BBIOJHSIOT OpraHbl paIMOTEXHUYECKOMN pa3BeaKu?

25) U3 yero cocToUT TUIOBOM KOMILJIEKC MepexBaTa paJuoCUTHAIOB?

26)UYto Takoe TEXHUYECKHE CpEeJCTBAa Mpuema, oO0pabOTKHU, XpaHEHUS U
nepeaayn nadpopmanuu (TCIT)?

27)Ilepeuniciure TEXHUYECKHE KaHAJbl yTEUKHM HH(OpManuu, Kak OHHU
KJIACCU(DUIMPYIOTCS B 3aBUCUMOCTH OT (PU3MYECKON MPUPOAbl BO3HUKHOBEHMSI
WH()OPMAIMOHHBIX CHTHAJIOB, a TAKXKE CPEIbl MX PACIPOCTPAHECHHS] U CIIOCOOOB
nepexsara?

28) B yem 3akmrouaercsi TECTUPOBAHME HA MPOHUKHOBEHHE?

29) B ueM 3aKiro4aeTcsl pa3HULIA MEXAY TECTUPOBAHHE CETEBOrO YPOBHS U
YPOBHSI IPUJIOKEHUI?

30) KakoBbl METO/IbI ayiMTa OPU MPOBEACHUU IIEHTECTA?

31) Kakum oOpaszom npoBoautcst coop nHGopMammm o BeO-pHiIoKEeHUN?

32) Kak npoBoauTcs ornpeeneHne To4ek Bxoa’?

33) Yro takoe BTCC?

34) Yrto Ttakoe ciy4yaiiHasi aHTeHHA?

35) Yo Takoe >eKTpOMarHUTHbIE KaHAJIbI YTeUKU UH(popManuu?

36) Uto Takoe mapaMeTpuUeCcKHe KaHaJIbl yTeUKH HHpopmaruu?
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37)YTeuka kakoro BuAa UHGOpPMALKMKW BO3MOXKHA B MaTepHAIBHO-
BELIECTBEHHOM KaHasie?

38) Kakoii o0CHOBHOM 00BEKT aHaIM3a 00bEKTA 3AITUTHI?

39) Uto HEO0OX0IMMO /JIs CO3/IaHus MTOJTHOM MOIeN 00BbEKTa 3alUThI?

40) Kakue ObIBalOT ypOBHU KOH(MUICHIIMATBHOCTH HHOOPMALIUH?

41) Kakue 00beKThl OOBIYHO YKa3bIBAIOT HA IJIAHAX dTa)Ker 31aHui?

42)Yro onpenensieT ypoBeHb KOH(PHUACHIIMATBHOCTH UH(GOpMAIU?

6.6 TemaTuka u coaep:kaHue KypcoBOIo MpoeKTa

KypcoBoii IpoeKT He NpeyCMOTPEH.
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7 Y4eOHO-MeTOAUYeCKOe U HHPOPMAIIMOHHOEe O0ecneyeHne JUCHUIIIUHbI

7.1 PekoMeHayemasi JIUTEpaTypa

Ocnosnas numepamypa

1. Cxynsbuna O.B. Cuctemublii ananm3 B nHOOpMAITMOHHON Oe30macHOCTH /
O.B. Ckynsabuna, C.IO.Ctpaxo - Canxt-Ilerepoypr: BI'TY "Boenmex" wum.
J.®. Yerunoa, 2021. - 50 c. [DOnexTtpoHHbIM pecypcl:. — Pexum npocrymna:
https://e.lanbook.com/book/220316 (/data obpamenust 26.08.2024).

2. «Metonuka oueHKd yrpo3 Oe3omacHoctd uHopManmu», yrB. OCTOK
Poccun 5 depans 2021 r.: opurnmaneubiii cailt @CTOK Poccun [DnekTpoHHBIN
pecypc] //  Pexum  pocryma:  https:/fstec.ru/tekhni  cheskaya-zashchita-
informatsii/dokumenty/1 14-spetsialnye-normativnye-dokumenty/2170-etodicheskij
-dokument-utverzhden-fstek-rossii-5-fevralya-2021) (/lata obpamenus 26.08.2024).

3. JlozoBeukuii B.B. 3ammra aBTOMaTH3MPOBAHHBIX CHUCTEM O00pabOTKH
uHpOpMaIlMU U TeIeKOMMYHHKAIMoHHbIX ceTel/ B.B. JlozoBenkuii, E.I'. Komapos,
B.B. JleGenes: yuebnoe mocobue 1y By30B. - Cankt-IletepOypr: Jlans, 2023. - 488
c. [DmexTtponnsiii pecypc] — Pesxxum mocryma: https://e.lanbook.com/book/352292
(mata obpamienus: 26.08.2024).

4. CprueB IO.H. 3ammra undopmanuu u uHpoOpMaInMoHHass 0€30MaCHOCTS:
ydeOHO€e MmocoOue JUIsl CTYICHTOB BBICHIUX YUEOHBIX 3aBeJCHUH, 00yJaromuxcs mo
HanpaBieHuto  noaroroBku  10.03.01  "Mudopmanuonnas  6e30macHOCTB"
(xBamudukanusa (crenenp) "Oakamasp") / FO.H. CprueB. — MockBa : UHOPA-M,
2023 .- 199 c. : un. + taba. — ( Beicuiee o6pa3zoBanue: bakanaBpuar ). — 15 3k3.

Jlonoanumenvnas numepamypa

1. Jlabyrun H.I'. MonenupoBaHre TMPOIECCOB BBHISBICHUS HHIIMICHTOB
uHpOpMallMOHHON Oe3omacHOCTH W pearupoBanus Ha Hux / H.I'. JlaGytuw,
I1.B. Koctun, H.1O. Mlagpynosa // Tpyaet HI'TY um. P.E. AnexceeBa. 2020. Ne 4
(131). C. 16-25. [D51eKTpOHHBII pecypc]:
https://www.elibrary.ru/item.asp?id=44451301 Pexxum JOCTYTIA! TUTSt
aBTOPHU30BAHHBIX TMOJIb30BaTENEH (ara ooparenus: 26.08.2024).

YuyeOHO-MeToAM4YecKHe MaTepUaJIbl U MOCOOUs

1. [ToropenoB  P.H. MopaenmupoBanre  yrpo3  HHPOpMAIMOHHON
0€30MacHOCTH: METOAMYECKUE YKa3aHUs K JTa0OpaTOPHBIM padoTam [DNEeKTPOHHBIHI
pecypc] — URL: https://moodle.dstu.education/course Pexxum moctyna: Jjisi aBTOpH3.
nosb3oBatesel. — Tekct: anekTpoHHbld. ([lata oOpamenus 26.08.2024).

7.2 ba3bl JAHHBIX, 3JIEKTPOHHO-0MOJIMOTEYHbIE CHCTEMBI,
HHG(POPMALMOHHO-CIIPABOYHbIE M IOMCKOBbIE CHCTEMbI

1. Hayunas 6ubnuoreka Joul' TV : opunmansubiii cadT.— AmyeBck. —URL:
library.dstu.education .— TeKCT : 3I€KTPOHHBIIA.

2. Hayuno-texnuueckas oubmuorexka BI'TY um. IlyxoBa : oduimanbHblii
caiit. — benropon. — URL: http://ntb.bstu.ru/jirbis2/ .— TekcT : 3neKTpOHHBIH.
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3. KoHCynbTaHT CTyA€HTA : 3JIEKTPOHHO-OMOIMOoTeUHasi cucreMa.— MOCKBa.
— URL: http://www.studentlibrary.ru/cgi-bin/mb4x .— TeKCT : 31eKTPOHHBIH.

4. VYHuBepcuTeTckas OuOIMOTEKa OHJIAWH: AJIEKTPOHHO-OMOIUOTEUHAS
cucrema. — URL: http://biblioclub.ru/index.php?page=main_ub_red .- Texkct
BJICKTPOHHBIMN.

5. IPR BOOKS : snektpoHHO-OMONMMOTEUHass cucTteMa.—KpacHOropckK. —
URL: http://www.iprbookshop.ru/ . —TeKcT : 27eKTpOHHBIH.

6. Caiit xkadenpsr CKC http://scs.dstu.education .
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8 MartepuajibHO-TeXHHYECKOe o0ecrevyeHne TUCIUIINHBI

MarepuanbHo-TexHUYECcKass 0a3a oOecrneyuBaeT NpPOBEJIEHHE BCEX BHUJOB
NEeSTEIBHOCTH B Mpolecce o0yueHusi, cooTBeTcTByeT TpedoBanusim @I'OC BO.
MarepuanbHO-TEXHUYECKOE 00eCrieYeHHe MpeICTaBIeHO B Ta0IuIE 9.

Ta6numa 9 — MartepualibHO-TEXHUYECKOE 00eCIIeueHHe

Anpec
(MECTOIOI0)KEeHHE)
HaunmenoBanue o00py0BaHHBIX Y4€OHBIX KAOMHETOB
Y4eOHBIX
KaOWHETOB
CrienuasibHbIe TIOMEIICHUS:
Mynvmumeouiinas ayoumopus. (60 nocadounwvix mecm), ayn. 207 xopi. 4

00opyoBaHHAs CIICIIMAIM3UPOBAHHON (yueOHO#) Mebembio (CKaMbs
yuebnas —20 mrt., cron— | mr., 1ocka aynuTopHas— 1 mr.), yaeOHOe
I1K (MoHUTOD + CUCTEMHBII 0JI0K), MYJIbTUMEIUNHAS CTOMKA C
obopymoBanueM — | mT., MUPOKO(HOPMATHBII SKpaH.

AyauTopuu sl IPOBEICHUS JIEKIIHI:

Komnviomepnuie knaccul (22 nocadounvix mecma), 06opyaoBaHHbIi | ayd. 217 xopm. 3
yqe6H0171 MC6€.HBIO, KOMIIBIOTCpaMU C HCOTPAHUYCHHBIM JTOCTYIIOM K ayn. 211 KOPIL. 4
cetu MuaTepHer, Bkitouas noctyn Kk ObC:
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JIuct cornacosanus PI1J]

PazpaboTan:

CT. IIpenojaBareib Kadeapbl
UHTEJUIEKTYaIbHBIX CUCTEM U
MH()OPMAaIMOHHOM 0€30I1aCHOCTH

(I1OJKHOCTB)

P.H. I'loropesnos

(®.1.0)
H.o. 3aBenyromero xadenpoi
UHTEJUIEKTYaJIbHbIX CUCTEM U
MH()OPMAaIMOHHOM 6€30MacHOCTH @P 7 E.E. bu3sHoB
(HaumeHoBaHue Kadenpol)
(nostiuce) (®.1.0.)
IIporokon Ne__1 _ 3acemanus kadeapsl oT _27.08. 2024r.
H.o. nexana daxynpreTa
MH(QOPMAIIMOHHBIX TEXHOJIOTHUMN
1 aBTOMAaTU3aLUU [IPOU3BOICTBEHHBIX
IIPOLIECCOB: B.B. /IpsiukoBa
(HaumeHoOBaHuUe (akybTeTa) i (@.1.0.)
CornacoBaHno
IIpencenarens MeToaHYECKOM o
komuccun  mo  crmenuanbHocTH  10.05.03 (e E.E. Bu3gHOB
HMudopmanuronnas 6e30macHOCTE (noxwfics) (@1.0)
aBTOMAaTU3UPOBAHHBIX CUCTEM
HauvanbHUK yueOHO-METOIUYeCKOTo eHTpa O.A. KoBajeHko

(noamnuce) (®.1.0.)
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JInct n3MeHeHu U JOIIOJTHEHU N

HOMCp N3MCHCHUA, faTa BHCCCHUA U3MCHCHN, HOMCP CTpaHUIbI AJId

BHECEHUI U3MEHEHUN

JIO BHECEHM S UBMEHEHUU: TIOCJIE BHECEHU I U3SMEHEHUU:

OcHoBanue:

Iloanuce JIhIa, OTBETCTBCHHOI'O 3a BHCCCHHUC W3MECHECHUI




